
Why Carbonite® Backup 
for Microsoft 365 
is essential for 
your business data 
protection plan

Data is a valuable company asset 
and if it gets lost, this can have 
serious consequences for a company.
Gabriëlle Offringa, Sr Marketing Manager of EMEA 
Carbonite, an OpenText company



V
arious factors can cause 

critical corporate data loss,  
such as file deletion, data 

being encrypted by hackers, 
or the rem

oval and/or 
conversion of M

icrosoft 365 
licences, to nam

e just a few
.

According to a survey conducted by the 
Enterprise Strategy G

roup, one in four 
com

panies believes backing up is not 
necessary for M

icrosoft 365 (source: ESG
 

M
aster Survey Results, Data Protection 
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In this w
hite paper, w

e w
ill provide you 

w
ith an overview

 so that you can decide 
for yourself w

hat’s necessary and w
hat 

isn't in term
s of backup and recovery 

for M
icrosoft 365 and the data stored 

in applications such as Team
s, O

neD
rive, 

SharePoint, etc.

M
icrosoft offers:

• Protection against data loss through 
service issues, hardw

are errors or 
natural catastrophes.

• Short-term
 protection of data against 

errors by users and/or adm
inistrators 

(recycle bin, soft delete).

But w
here are the data in the 

follow
ing cases?

• If files or chat logs are intentionally or 
accidentally deleted: if, for exam

ple, 
som

eone com
pletely deletes som

ething 
on a shared O

neD
rive or SharePoint or 

data is intentionally erased from
 em

ails 
or chat logs from

 Team
s. If this isn’t 

noticed quickly enough, the data m
ay 

be lost forever. 

•  H
ackers gain access or plant 

ransom
w

are or other types of m
alw

are: 
if they attack files in O

neD
rive, for 

instance, there is a high risk of never 
again being able to access the data in 
an undam

aged state. 

• W
hen transferring a M

icrosoft 365 
licence from

 one em
ployee to another 

if, for instance, an em
ployee leaves, the 

form
er em

ployee’s data (including their 
contacts and all data in Exchange) m

ay 
go m

issing.

M
isunderstandings about backups 

for M
icrosoft 365

Sw
itching to M

icrosoft 365 in the cloud 
does not m

ean that data is fully and 
autom

atically saved and stored in the 
cloud. Som

e people incorrectly assum
e 

that M
icrosoft is responsible for the 

security and long-term
 storage of data 

in the M
icrosoft 365 suite. C

arbonite 
recom

m
ends im

plem
enting a regular 

backup schedule to ensure that 
M

icrosoft 365 data is backed up and 
stored in full. For further inform

ation, 
please contact our data backup 
specialists. 

Reasons for data loss
M

icrosoft 365 data is often exposed to 
the sam

e risks as locally hosted data.

A
ccidental deletion

The first and m
ost obvious concern is 

the accidental deletion of data, files and 
directories. Em

ployees at your com
pany 

can easily delete data and chat logs 
in SharePoint, O

neD
rive or Team

s, or 
overw

rite versions of stored data. It is 
often possible to restore the deleted files 
from

 the recycle bin, but this data is only 
saved tem

porarily. 

Intentional deletion
In som

e cases, how
ever, data is deleted 

intentionally. A disgruntled em
ployee 

can  delete files in shared applications 
intentionally. 

Theft
If an external party gets hold of a 
lost or stolen laptop w

ith access to 
M

icrosoft 365 applications, they can 
rem

ove or m
odify everything from

 
shared folders. 

Backup issues
Ransom

w
are (and other m

alw
are) is able 

to encrypt files in M
icrosoft 365, w

hich 
can have knock-on effects for m

any 
users. A user w

ho dow
nloads the w

rong 
file by m

istake can copy infected files to 
the cloud using the O

neD
rive sync feature 

and thus spread a virus and cause a host 
of problem

s.
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M
icrosoft 365 applications such as 

Exchange, SharePoint, O
neD

rive and 
Team

s are essential cooperation tools 
for com

panies. M
icrosoft is seeing 

a rapid increase in cloud licences 
w

ith the rise of cloud com
puting. But 

as a com
pany, have you ever asked 

w
hat this m

eans for your backup and 
storage plans? D

o you already have a 
solution for your com

pany to save and 
store com

pany data in the M
icrosoft 

365 suite securely? These questions 
are often left unansw

ered because for 
m

ost people M
icrosoft 365's backup 

and retention principles are unclear.



C
losure of an account

If you rem
ove a M

icrosoft 365 licence for 
one em

ployee and then assign it to a new
 

em
ployee, the data m

ay potentially be lost. 

W
hat about O

neD
rive?

If com
panies use O

neD
rive to save 

files, a backup and recovery solution is 
definitely required if one is not already in 
place. All O

neD
rive files are in the cloud 

but this does not autom
atically m

ean 
com

prehensive backup and recovery 
functions are in place. 

˪ɿ̿́ڂɎɟˍɟͮɟɎڂʡ͝ڂɿʡˍɟڂǵڂÄɿڂ֕
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or becom
es infected, this change is 

synchronised autom
atically in O

neD
rive If 

there is an Internet connection. To be m
ore 

precise: the file is autom
atically deleted or 

infected on all synchronised devices. 
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offers native backup features and 
flexible recovery options for user data on 
O

neD
rive, in addition to the M

icrosoft 365 
recycle bin and file version history. This 
com

bination provides com
panies w

ith 
flexible recovery m

echanism
s. 
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a form
 of 'destructive recovery'. It restores 

the data to an earlier point in tim
e. In other 

w
ords, the data content is restored to a 

previous state but the new
er versions are 

lost in the process. W
ith C

arbonite, you 
can undo changes w

ithout losing new
er 

content, w
hich is a convenient form

 of 
dam

age control. 

W
hy C

arbonite Backup for 
M

icrosoft 365?
H
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protects the entire M

icrosoft 365 suite. 
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up to four tim
es a day or every six hours. 

You are able to select longer intervals 
and the exact tim

e that these backups 
ǵ̿ɟ̵ڂɟ̿ɿ́̿˪
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the secure C

arbonite cloud hosted by 
M

icrosoft Azure.

Flexible recovery options

There are m
any w

ays in w
hich com

pany 
data can be lost. This is w

hy it’s im
portant 

to have various recovery options to ensure 
that you only restore w

hat you need. This 
speeds up recovery tim

es and reduces 
ͮʎɟڂ
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for M
icrosoft 365 offers several recovery 

options.
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such as ransom

w
are through its real-tim

e 
synchronisation function. W

ith C
arbonite 
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the files to the point in tim
e before they 

becam
e infected.

The recycle bin
O

neD
rive offers som

e recovery options via 
the recycle bin, but the recycle bin lacks 
m

any of the properties of a true backup 
system

:

˪ʡڂͮ́˱ڂǵ̿ɟڂ͝˱Ξɟ̿͝ʡ́ڂ�ʡˍɟڂ֕
˪
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recovery points. If an active file is deleted, 
all older versions of the file are also deleted. 
If files are perm

anently deleted from
 the 

recycle bin, they can no longer be recovered.

This m
akes centralised user data 

m
anagem

ent im
possible. In other w

ords, 
the IT departm

ent has no control over 
backing up and recovering data.

ǆ
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recovery points for files, directories and 
users are m

anaged in such a w
ay that they 

can be restored m
ore easily as required. 

C
entral adm

inistration and security

H
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ʡɂ̿́́͝ɿͮڂԉԍԋڂ
enables adm

inistrators to track, m
anage 

and report backup and recovery 
com

m
ands via a central console. The 

console enables you to see how
 backup 

and recovery services are used. The 
solution can also send em

ail notifications 
featuring a detailed overview

 of backup 
and recovery inform

ation.

This is not just extrem
ely im

portant 
to protect files shared in O

neD
rive or 

SharePoint, but also data in collaborative 
tools, e.g. in Team

s. 



C
arbonite

® Endpoint

C
arbonite also protects data on em

ployee 
endpoint devices. C

arbonite
® Endpoint 

is a com
prehensive, autom

atic backup 
solution for endpoints and the data stored 
in them

. C
arbonite

® Endpoint sim
plifies 

the adm
inistrative tasks associated w

ith 
deploying protection across an entire 
organisation.

• C
entralised control: C

entrally m
anage 

and restore user data and m
inim

ise 
data loss w

ith audit trails, m
onitoring 

and alerts.

• Rem
ote m

anagem
ent: Recover data 

from
 a device rem

otely and restore to 
the sam

e device in the sam
e location 

or restore the data to an entirely new
 

device.

• Increm
ental restore: M

igrate an entire 
system

 to a new
 device w

hile the user 
continues to w

ork on the old device or 
a tem

porary device.

C
hange perm

issions
Restoring just perm

issions is not an issue. 
The content rem

ains unchanged only the 
perm

issions are changed w
ithout requiring 

user intervention. 

Save data from
 form

er em
ployees

Restructure the adm
inistration of 

directories to enable the new
 user 

to also access the form
er user’s files. 

Recovery for M
icrosoft Team

s
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including conversations and the SharePoint 
site behind Team

s. 

C
arbonite

® Endpoint and C
arbonite

® 
Backup for M

icrosoft 365
W

ith protection for both physical devices 
and cloud applications, businesses can 
reduce the possibility of data loss for a 
far w

ider range of scenarios, and ensure 
recoverability for a larger share of use cases. 

• Ensure protection of collaborative tools 
and not just files.

• M
inim

ise the risk of data loss caused 
by ransom

w
are and user error. 

• The solution is easily scalable using 
a licence m

odel per user.

G
ranular recovery

It is not necessary to recover the entire 
SharePoint site for exam

ple. Sm
all 

portions of it can be restored instead, 
w

hich m
akes the process quicker and 

m
ore secure. 

BYO
K

An IT adm
inistrator can im

plem
ent 
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Key) for additional security, w
hich ensures 

that the data can only be decoded by the 
sam

e IT adm
inistrator. 

G
D

PR 
The G

D
PR stipulates that it m

ust be 
possible to delete personal inform

ation 
upon request by the data subject. The 
search function at the file level m

akes it 
easy to locate data linked to a person and 
rem

ove this data as appropriate w
hen 

required.

Fault affecting M
icrosoft 365

If M
icrosoft 365 encounters a fault and you 

are tem
porarily unable to access your files, 

you can access the backup files created by 
H
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Carbonite Endpoint and 
Carbonite Backup for 
M
icrosoft 365 enable 
businesses to protect all 
data generated by their 
users on Endpoint devices 
and w

ithin M
icrosoft 365.



About Carbonite and Webroot
OpenText companies Carbonite and Webroot harness the cloud and artificial intelligence to provide comprehensive 
cyber resilience solutions for businesses, individuals and managed service providers. Cyber resilience means 
being able to stay up and running, even in the face of cyberattacks and data loss. That’s why we’ve combined 
forces to provide endpoint protection, network protection, security awareness training, and data backup and 
disaster recovery solutions, as well as threat intelligence services used by market-leading technology providers 
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secure the connected world. Carbonite and Webroot operate globally across North America, Europe, Australia 
and Asia. Discover cyber resilience at carbonite.com and webroot.com.
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Contact 
Telephone no.:  ֕ԊԊڂԻԅԼԉԉԉڂԆԇԉԊڂԇԅԅ
Email:  UK-smbc@opentext.com

Carbonite backup and 
recovery for business 
Secure. Recover. Protect.
Qualifying questions:

• Do your employees use Microsoft 365?  

• Do you have a backup and retention policy for Microsoft 365?  

• What is your data worth to you?  

• Have you already fallen victim to a cyberattack?

Try Carbonite Backup for Microsoft 365 free for 30 days. 
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